Generd Info?

The internet offers a world of opportunities.

People of all ages are:

Posting video from mobile devises

Building online profiles

Texting each other from mobile devises

Creating alter egos in form of online avatars

Connecting with friends online they don’t see

regularly in person

Sending photos to friends

e Broadcasting what they are doing to hundreds of
people

These ways of socializing and communicating can be
fulfilling and yet they come with certain risks.

e Inappropriate Conduct: The online world can feel
anonymous. Kids sometimes forget they are still
accountable for their actions.

e Inappropriate Contact: Some people online have
bad intentions including bullies, predators, hackers
and scammers.

e Inappropriate Content: You may be concerned that
your kids could find pornography, violence or hate
speech online.

You can reduce these risks by talking to your kids
about how they communicate - online and off - and

encourage them to engage in conduct they can be proud

of.

The best way to protect your children online is to talk
to them. Research suggests that when children want
important information, they rely most on their parents.

It is important as parents to stay current and up-to-date
on the current trends and “lingo” being used with
technology and the online world. Know at least the
basics so you can communicate with your child and
understand what is going on as they navigate and com-
municate in the online community. There are several
online sites parents can use to help “figure” this out.
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START EARLY
After all, even toddlers see their parents use all kinds
of devices. As soon as your child is using a com-
puter, a cell phone or any mobile device, it’s
time to talk to them about online behavior, safety and
security. As a parent, you have the opportunity to
talk to your kid about what’s important before
anyone else does.

CREATE A SAFE SCREEN NAME
Encourage your kids to think about the impression
that screen names can make. A good screen
name won’t reveal much about how old they are,
where they live, or their gender. For privacy
purposes, your kids’ IM names should not be the
same as their email addresses.

HELP YOUR KIDS UNDERSTAND WHAT
INFORMATION SHOULD STAY PRIVATE.
Tell them why it’s important to keep some things—
about themselves, family members, and friends—

to themselves. Information like their Social
Security number, street address, phone number,
and family financial information—say, bank
account or credit card numbers—is private and
should stay that way.

REMIND YOUR KIDS TO PROTECT THEIR
PERSONAL INFORMATION
Social Security numbers, account numbers,
and passwords are examples of information to keep
private.

SOCIALIZING ONLINE
Remind Kkids that online actions can reverber-
ate. The words they write and the photos they
posts can have consequences offline.
Only information they are comfortable with
others seeing should be posted. Your child’s pro-
file may be seen by a broader audience even if
privacy settings are on. Employers, college admis-
sions officers, coaches, teachers and the police
may view posts, pictures videos and anything
posted online.
Once information is posted, it can’t be taken
back. Even if the information is deleted, older ver-
sions may still exist online or on people’s com-
puters.
Privacy settings can be used to restrict who can
access and post to your child’s profile. Some
blogs, chat rooms and networking sites have pri-
vacy settings. Talk with your child about these
and your expectations.

Review you child’s friends list. It is a good idea to
limit your child’s friends to people they actually
know.

Talk to your child about avoiding sex talk online.
Research shows that teens who avoid talking about
sex online have a greater chance of avoiding preda-
tors.

Know what your Kkids are doing. Get to know the
sites your kids are visiting and join. View the infor-
mation they post. Search their name, nickname,
friends, school, hobbies, grade or community.
Encourage your child to trust their gut if they
have suspicions.

Teach your child never to impersonate someone
else.

TALK TO YOUR KIDS ABOUT USING STRONG
EMAIL PASSWORDS AND PROTECTING THEM
The longer the password, the harder it is to
crack. Personal information, your login name, com-
mon words, or adjacent keys on the keyboard are not
safe passwords. Kids can protect their passwords by
not sharing them with anyone, including their
friends.

If you’re concerned about what your Kids—
especially elementary school kids—see when they
surf the internet, there are tools to consider. Keep
in mind that while parental controls work well for
young children, teens who’ve been online for
years probably won’t have much trouble working
around them or finding other computers to use.

CHECK OUT SITES YOUR KIDS VISIT
If a site requires users to register, see what kind of
information it asks for and determine your comfort
level. You also can see whether the site appears to be
following the most basic rules, like posting its pri-
vacy policy for parents clearly and conspicuously.

If you think a site has collected information
from your kids or marketed to them in a
way that violates the law, report it to the

FTC at ftc.gov/complaint.
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